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About us

Szymon Datko

• DevOps & local Bash wizard

• Open Source software lover

• Computer Graphics enthusiast

Roman Dobosz

• Python expert

• 8 bit fan

• emerge -vaNDu world
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We already talked about Jenkins - twice!

https://www.youtube.com/watch?v=T7rD--ZOYRQ

https://www.youtube.com/watch?v=nvgeXkE65ac
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Short recap: what is this mysterious Jenkins thing?

• One of the most popular automation servers.
• Powerful, Open Source, written in Java.
• Easy to start, configure, manage and use.
• Heavily extensible - plenty of plugins available.
• Widely used by the top IT companies!

... and many, many more!
Sources: https://wiki.jenkins.io/pages/viewpage.action?pageId=58001258, https://stackshare.io/jenkins.
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Short recap: solution for (nearly) all your problems

There are three plug-ins that do come in handy for Jenkins configuration...

Configuration as Code Job DSL Job Pipelines
(Jenkinsfiles)

Sz. Datko, R. Dobosz Does your Jenkins speak Gerrit? - Functional testing 5th November 2019 5 / 27



Short recap: testing Jenkins configuration

Conclusions from OpenInfra Summit Denver 2019:

• testing things is important,

• valid configuration is as important as valid code,

• Jenkins Configuration as Code:
• validate against JSON Schema,

• Job DSL:
• use regular Groovy parser,

• Job Pipelines:
• check with build-in parser,

• additional things need to be launched for completeness!
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What are we missing?

• Is the configuration doing

precisely what expected?

• Does the Jenkins-Gerrit integration

works exactly as intended?

• Are the jobs themselves doing

what they really should?

Image source: https://knowyourmeme.com/memes/ben-affleck-smoking
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What exactly is Gerrit?

• A code review system / collaboration tool,

• utilizes heavily the git version control system,

• created as tool for development of Android,

• fork of Rietveld, written in Python for svn,

• currently rewritten in Java with NoteDB,

• accessible via Web UI, REST API and SSH CLI.
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Obvious solution – add Gerrit to the testing pipeline!

Just configure everything and then manage events via Gerrit API.

Image source: https://www.flickr.com/photos/picofarad-org/2132206570/
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Do you really need the whole Gerrit?

• There are many features in Gerrit.

• To install and configure everything

may be very time consuming.

• Some dedicated resources required

to ensure it works smoothly.

• What if you only want to get

the events for tiggering the Jenkins?
Image source:

https://www.swiss-store.co.uk/medium-pocket-knives-c83/victorinox-handyman-swiss-army-knife-p649
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Introducing... the Ferrit!

• A Fake Gerrit server implementation,

• created for functional testing of events

in Jenkins and Gerrit Trigger ecosystem,

• written in Python with bottle and paramiko,

• fast and simple to deploy and use,

• will not consume all your resources ;-)

Image source: https://www.flickr.com/photos/picofarad-org/2132206570/
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System’s architecture
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Dive into Gerrit – REST API, SSH CLI, Stream Events

Besides Web UI, Gerrit provides following communication channels:
• REST API:

I reference: https://gerrit-review.googlesource.com/Documentation/rest-api.html,
I example access:

curl 'http://localhost:8080/path/to/API/resource?with=parameters'

• SSH commands:
I reference: https://gerrit-review.googlesource.com/Documentation/cmd-index.html#_server,
I example access:

ssh -u 'user' -p 'port' 'localhost' gerrit version

Gerrit functionality can be extend by plugins, like Stream Events plugin:
I ref: https://gerrit-review.googlesource.com/Documentation/cmd-stream-events.html,
I adds SSH CLI command: stream-events
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Connecting Jenkins to Gerrit

• Use the Gerrit Trigger plugin!

• It utilizes the stream-events plugin,

• can be used to react on changes in Gerrit,

• recognizes various events:
1 patch-set created,
2 comment added,
3 change merged,
4 change abandoned,
5 change restored,
6 draft published,
7 reference updated.

Image source: https://en.wikipedia.org/wiki/Jabba_the_Hutt
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Implementation of SSH server – Paramiko

(not a paramiko logo)

• Written in Python.

• Implements SSH protocol.

• Typically used for communicating with

SSH server to execute remote commands.

• It even allows to build your own SSH server!

Image source: https://www.macworld.co.uk/how-to/mac-software/how-use-terminal-on-mac-3608274/
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Implementation of SSH server – code (1/2)
1| FIFO = 'ferrit.fifo' # path to queue file read by SSH service
2|
3| class SSHHandler(socketserver.StreamRequestHandler):
4| def handle(self):
5| transport = paramiko.Transport(self.connection)
6| transport.add_server_key(paramiko.RSAKey(filename=KEY))
7| server = Server(self.client_address)
8| transport.start_server(server=server)
9|

10| while True:
11| channel = transport.accept(20)
12| server.event.wait(10)
13| cmd = server.command.decode('utf-8')
14|
15| if cmd == 'gerrit version':
16| channel.send(GERRIT_CMD_VERSION)
17|
18| elif cmd == 'gerrit stream-events':
19| with open(FIFO) as fobj:
20| data = fobj.read()
21| channel.send(data)
22|
23| channel.close()
24|
25| if__name__== "__main__":
26| sshserver = socketserver.ThreadingTCPServer(('127.0.0.1', PORT), SSHHandler)
27| sshserver.serve_forever()
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Implementation of SSH server – code (2/2)

1| class Server(paramiko.ServerInterface):
2| def __init__(self, client_address):
3| self.command = None
4| self.event = threading.Event()
5| self.client_address = client_address
6|
7| def check_channel_request(self, kind, chanid):
8| if kind == 'session':
9| return paramiko.OPEN_SUCCEEDED

10| return paramiko.OPEN_FAILED_ADMINISTRATIVELY_PROHIBITED
11|
12| def get_allowed_auths(self, username):
13| return "password,publickey"
14|
15| def check_auth_password(self, username, password):
16| return paramiko.AUTH_SUCCESSFUL
17|
18| def check_auth_publickey(self, username, key):
19| return paramiko.AUTH_SUCCESSFUL
20|
21| def check_channel_exec_request(self, channel, command):
22| self.command = command
23| self.event.set()
24| return True
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Implementation of REST API – Bottle

• Python module for creating web services.

• Single file library, for real!

• No additional dependencies required.

• Built-in template engine:
I supports also mako, jinja2 and cheetah.

• Contains various utilities, e.g.:
I access to POST/form data,
I cookies and headers setting and parsing.
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Implementation of REST API – code
1| import bottle
2|
3| FIFO = 'ferrit.fifo' # path to queue file read by SSH service
4| events = {} # dict with events templates
5|
6| class App(bottle.Bottle):
7| def __init__(self):
8| super(App, self).__init__()
9| self.route('/plugins/events-log/', callback=self._events_log)

10| self.route('/a/projects/', callback=self._projects)
11| self.post('/make/event', callback=self._mk_event)
12|
13| def _events_log(self, params=None):
14| return
15|
16| def _projects(params=None):
17| return {"All-Projects": {"id": "All-Projects", ... }, ... }
18|
19| def _mk_event(self):
20| data = dict(events[bottle.request.forms.get('type')])
21| with open(FIFO, 'w') as fobj:
22| fobj.write(json.dumps(data) + '\n')
23|
24| if __name__ == "__main__":
25| app = App()
26| app.run(port=8181, host='localhost', debug=True)
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Usage

• How to get and launch:
I git clone https://github.com/gryf/ferrit

I cd ferrit && pip3 install .

I ferrit --help

• Create events to trigger Jenkins:
I curl http://localhost:8181/make/event \

-d 'project=example' -d 'branch=master' -d 'type=patchset-created'

• Where to look for results:
I query the Jenkins API to see if particular job was built,
I browse the ferrit-http.log file for Jenkins replies.
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Example test
1| import json
2| from tests import base
3|
4| class TestPatchsetCreated(base.BaseTestCase):
5| def test_send_patch(self):
6| result = self._send_and_get_response('patchset-created')
7|
8| self.assertTrue(result)
9| result = json.loads(result)

10| self.assertEqual(result['labels']['Verified'], 1)
11|
12| def _send_and_get_response(self, event_type):
13| counter = 20
14| result = None
15| requests.post('http://localhost:8181/make/event',
16| data='type=%s' % event_type)
17|
18| while counter:
19| with open('ferrit-http.log') as fobj:
20| result = fobj.read()
21| if not result:
22| time.sleep(1)
23| counter -= 1
24| else:
25| break
26|
27| return result
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Demo time!

Image source:
http://he.memegenerator.net/instance/63821699/austin-power-live-demo-i-too-like-to-live-dangerously
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Future work? Testing workflows?

• What exactly to test? We need to distinguish two situations:
I a problem in the project, e.g. a bad function call.
I a problem in the CI pipeline, e.g. an incorrect argument to tox.

• Specify precisely your workflow:
I what scripts do you use in your jobs?
I what prerequisites are there?
I what is the expected outcome?
I Referrer to OpenStack for ideas!

• Create a reference repository and test your changes on it!

• In the future, Ferrit may also supply such repository for cloning:
I work in progress for now!

Image source: https://knowyourmeme.com/memes/pepe-silvia
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There is a new sheriff in town...

• Unfortunately, Gerrit Trigger has some

flaws and known limitations...

• Last year the Gerrit Code Review plugin
was born, now it’s community is growing:
I https://plugins.jenkins.io/gerrit-code-review

I „... new plugin is not going to replace
the current Gerrit Trigger Plugin, but
would rather represent an alternative ...”

• Integrates better with Jenkinsfiles.

• May be worth to check – spread the word!

Note: we are not the authors of this plugin, try at your own risk! ;-)

Image source: https://knowyourmeme.com/memes/baby-godfather
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Summary

• No excuse: „You will never be able to test everything”.
• Calculate costs, count pros and cons – if something can save you

during your worst day, it may be worth to implement it.
• SSH protocol is more complex than it seems at first.
• Feel welcome to browse Ferrit’s source code, learn from it and use it!

Image source: https://me.me/i/level-1-crook-level-35-mafia-boss-f44644f044bc469a8449a5b7dd4f4998
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Thank you for your attention!

The slides are available: http://datko.pl/OS-Shanghai.pdf

Ferrit source code: http://github.com/gryf/ferrit/
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